Certificate manual
TRiDaBASE

Background:
The TRiDaBASE certificate is issued by the Cultural Heritage Agency of the Netherlands. The TRiDaBASE certificate
ensures that TRiDaBASE and underlying code can safely be used. Make sure you have downloaded a copy

TRiDaBASE databases from the official DCCD product page:

http://vkc.library.uu.nl/vkc/dendrochronology/research/ProjectsWiki/DCCD%20Products%20TRiDaBASE.aspx

Step 1:

Make sure you copy the TRiDaBASE certificate named “TRiDaBASE certificate.cer” into your TRiDaBASE
folder.

Step 2:

To install the certificate please double click on the TRiDaBASE certificate.cer and click on “install certificate
see figure 1.

Note: Although the certificate information mentions that the CA Root is not trusted, this certificate is issued
by the DCCD and is needed to run TRiDaBASE safely.

Certificate

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: TRIDaBASE certificate

Issued by: TRIDaBASE certificate

Valid from 1-1-2011 to 1-1-2017

Install Certificate. .| | Tssuer Statement

Learn mare about certificates

—

Note on figure: Installing certificate. Depending on the operating system this form may differ slightly.




Step 3:
The Certificate import wizard will start. To continue click “next”.

.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

! This wizard helps you copy certificates, certificate trust
o 'E_, lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Back | Mext = | | Caneel |

Note on figure: Installing certificate. Depending on the operating system this form may differ slightly.

Step 4:
Make sure the first (default) option “automatically select the certificate store based on the type of certificate”
is selected, and click next to continue.

=

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate,

@ Automatically select the certificate store based on the type of certificate

(7 Place all certificates in the following store

Learn more about certificate stores

| < Back H Mext = ]| Cancel |

Note on figure: Installing certificate. Depending on the operating system this form may differ slightly.



Step 5:
Click “finish” to complete the Certificate Import wizard.

Certificate Import Wizard

Completing the Certificate Import
Wizard

The certificate will be imported after you dlick Finish,

‘You have spedfied the following settings:

Gﬁ’ﬂﬁtﬂz e m=iee) Automatically determined by t
Content Certificate
O i | b
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Note on figure: Installing certificate. Depending on the operating system this form may differ slightly.

Step 6:
Depending on you computer security settings a warning message may appear. Click “Yes” to trust the
installation and complete the certification.

Security Warning x|
You are about to install a certificate from a certification authority (CA)
l . claiming to represent:
TRIDaBASE certificate
Windows cannot validate that the certificate is actually from "TRIDaBASE
certificate " You should confirm its origin by contacting"TRIDaBASE certificate”.
The following number will assist yeu in this process:

Thumbprint (shal): D79BECFF 87 CFT402 66952640 3111A4D7 70290F05

Warning:

I you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

| ]

Note on figure: Installing certificate. Depending on the operating system this form may differ slightly.




Step 7:

When starting TRiDaBASE for the first time it is necessary to indicate the publisher of the certificate is (always)
trusted. If the security in Access 2003 is set to high or medium the following screen will appear:

Security Wé:ﬁing Z ]
Opening "C:\Usersim.ruyter \DocumentsiMy Projects\CultErfgoed{TR..."

Thi.s file has bEF_jn digitally signed by
TRIDEBASE certificate

This file may not be safe if it contains code that was intended to harm your
computer.,
Do you want to open this file or cancel the operation?

The security level is set to High, Therefore, you cannot open files from
sources that you do not trust.

[T} Always trust files from this publisher and open them automatically. |

= e

Make sure the box is checked as shown in the figure above. Click open to start the application.

Depending on the security settings in Access 2007/2010 the following screen can appear:

| Action Failed
Macro Mame:
|AutoExec

Step

Stop All Macros

|True Cantinue

Condition:
Action Name:
|RunCade

Arguments: Error Mumber;
|Startp O 2950

Make sure the button “Stop All Macros” is clicked before you have access to the security warning which shown below
(In Access 2010 this bar differs from the picture below. The button “Options” is replaced by the button “Enable
content”. After clicking this button the application is ready for use).

@ Security Warning Certain content in the database has been disabled Options..,

After clicking on “Options” in Access 2007 the following screen will appear:



=

Microsoft Office Security Options 2

Security Alert

Access has disabled potentially harmful content in this database. o

If you trust the contents of this database and would like to enable it for this session |
only, dick Enable this content.

Mote: The digital signature is valid, but the signature is from a publisher
whom you have not yet chosen to trust.

Maore information

File Path:  C:\Usersim.ruyter'\Documents My Projects\CultErfogoed \TRIDABASE. mdb
Signature
Signed by: TRIDaBASE certificate
Certificate expiration: 1-1-2017
Certificate issued by: TRIDaBASE certificate
Show Signature Details

m

(1 Help protect me from unknown content (recommended)

"1 Enable this content

@ Trust all documents from this publisher!

Oipen the Trust Center [ Ok ] | Cancel

Make sure the option “Trust all documents from this publisher” is checked. After clicking this button the application is
ready for use.

You now have successfully installed the TRiDaBASE certificate on your computer! You can safely
use TRiDaBASE without security problems.



